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False-Positive Alerts and Reports
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Object 5 10 20

Malware. Document. User. Token. Email Account

VM 2 5 20

Windows 7 /10 /11, Win 10 /11 (customizable, BYOL), Win Server 2016/2019/2022 (customizable, BYOL), Ubuntu 16.04 / 18.04 /20.04,
Redhat (customizable, BYOL), CentOS 7.9, SSL-VPN, ESXI Decoy, FortiGate, Network Device(Routers, Switch, Printers and IP-Camera)

Service 10 25 100

basicauth, ssh, telnet,ftpd, vnc, postgress, mssql, redis, mysq|, oracle, Idap, rdp, dns, mariadb, git, synology, pop3, imap, smtp, socks5, squid,
elasticsearch, owa, irc, elasticsearch, winbox, printer, mongodb, tomcat-ssl, tomcat, mqtt, apache-ssl, apache, pptp, memcached, ilo, tplink-

web, nginx, nginx-ssl, smbd

Security Policy v v v
Notification v/ v/ v/
Integration (SIEM) v v/ v
Log Retention 1 month 6 months 12 months
API Access v v v
Audit Logs v v v
VLAN v v v
Investigation v v v
Breadcrumbs - - v/
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CoreTrap_App (OVA)

PROCESSOR 20 Core (>=2.4 GHz)
MEMORY 64 GB

STORAGE 1.2TB

NIC 1Gb+1GB

Identity Gateway (OVA)

PROCESSOR 4 threads

MEMORY 16 GB

STORAGE 50GB

NIC 2 NICs (Gb Ethernet or higher)

Update Proxy (OVA)

PROCESSOR 4 Core

MEMORY 8GB

STORAGE 50 GB

NIC 1 Gb Ethernet or higher

CoreTrap_VM Worker (OVA) For Basic Model

PROCESSOR 12 Core (>=2.4 GHz)
MEMORY 32GB

STORAGE 700 GB

NIC 1Gb

CoreTrap_Service Worker (OVA) For Basic Model

PROCESSOR 10 Core (>=2.4 GHz)
MEMORY 32GB

STORAGE 400 GB

NIC 1Gb
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tion Technology Solution

TYV-FIAVA.er

info@behinrahkar.com

hctps://behinrahkar.com/coretrap
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